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ABSTRACT: In today’s digital age, targeted advertising has become an important part of online user experiences. 

Third- party apps and services use various algorithms and technologies to collect user data, classify users into specific 

categories, and deliver personalized and targeted ads based on user behavior and preferences. This report provides an 

in-depth exploration of the methods used by third-party apps to collect and analyze user data, with a focus on the use of 

location data, browsing history, search history, social media activity, and user-generated content. This study aims to 

examine the different algorithms and technologies used by third-party apps to analyze user data and deliver targeted 

ads, including Machine Learning, Artificial Intelligence, Natural Language Processing, Collaborative Filtering, and 

Deep Learning. These algorithms are highly effective in delivering personalized ads to users, but they also raise 

concerns about privacy and data protection. This report discusses the implications of targeted advertising for privacy 

and data protection, as users’ personal information is being collected and used by third-party apps without their explicit 

consent. The report also examines the potential solutions for users to protect their data and opt-out of targeted 

advertising, including browser extensions, privacy settings, and data protection regulations. It highlights the need for 
increased awareness and control over the use of personal data in targeted advertising. While targeted advertising can 

provide benefits to both users and advertisers, it is important for users to have the option to control their data and opt-

out of targeted advertising if they choose to do so. This report calls for the implementation of effective data protection 

regulations and user-friendly tools that enable users to take control of their data and protect their privacy in the digital 

age. 

 

I. INTRODUCTION 

 

In today’s digital world, targeted advertising has become an integral part of our online experience. It’s the reason why 

ads seem to follow us everywhere we go online, tailoring themselves to our interests and behavior. While this 

personalized approach can be convenient and sometimes even helpful, it also raises significant concerns about privacy 
and ethics. Targeted advertising relies on collecting vast amounts of personal data about us, from our browsing history 

to our social media activity, to create detailed profiles.  

 

These profiles are then used to deliver ads that are specifically designed to appeal to us. However, this practice has 

sparked debates about the extent to which companies should be allowed to track and use our personal information 

without our explicit consent. At the heart of this debate lies the tension between the benefits and drawbacks of targeted 

advertising. On one hand, it allows businesses to reach their target audience more effectively, potentially leading to 

increased sales and customer engagement.  

 

On the other hand, it raises questions about the erosion of privacy rights and the potential for manipulation. Moreover, 

the rapid advancements in technology have outpaced regulatory frame works, leaving gaps in oversight and 
accountability. While some countries have implemented laws to protect consumer data, enforcement mechanisms vary, 

leading to inconsistent practices across jurisdictions. In light of these complexities, it’s essential to explore the 

multifaceted nature of targeted advertising, considering its implications for consumers, businesses, and society as a 

whole. By examining both the opportunities and challenges associated with targeted advertising, we can better 

understand how to navigate this evolving landscape and advocate for responsible practices that prioritize user privacy 

and ethical considerations. 

 



© 2025 IJMRSET | Volume 8, Issue 6, June 2025|                                          DOI:10.15680/IJMRSET.2025.0806098 

 

IJMRSET © 2025                                                   |    An ISO 9001:2008 Certified Journal     |                                                10072 

 
 

Figure1: Outcome of Targeted Advertisement 

 

 II. LITERATURE REVIEW 

 

A critical assessment of the work has been done so far on Cloud Forensics to show how the current study related to 

what has already been done. Numerous companies are now a days migrating to cloud due to greater economic issues. 

But for small and medium sized companies the security of information is the primary concern. For these companies the 

best alternative is to use managed service which is also known as outsourced service in which they are provided with 

the full package of service including antivirus software to security consulting. And the alternative model that provides 
such outsourced security is known as Security as a service (SECaaS). Scientists and researchers together presented their 

latest ideas and findings on what the real world scenario is and what all efforts are made but it was found that despite of 

being so much research work in the field of cloud forensic there is only a fraction part of the total work that has 

contributed for the wealth of the society. However cloud came into existence in the mid of 90’s yet it is not taken up by 

everyone fully. There have been lots of works before in this field and variety of methods for the forensic analysis of 

cloud yet there is a huge room for improvement that needs to be carried forward into the research. 

 

Introduction to Targeted Advertising 

Shih et al. (2016) emphasized that the evolution of targeted advertising has been significantly influenced by 

advancements in digital technology. They noted that while early approaches relied heavily on consumer segmentation 

using demographic data, the rise of online platforms has shifted advertisers towards personalized advertising based on 

user behavior and preferences. This transformation has fundamentally changed how advertisers approach and engage 
with consumers, leading to more precise and efficient marketing strategies (Shih et al., 2016; Smith, 2011).. 

 

Data Collection Techniques 

Montoya et al. (2010) discussed the critical role of cookies and tracking pixels in data collection for targeted 

advertising. They argued that these techniques allow advertisers to monitor user activity across multiple websites, 

creating detailed profiles for more accurate ad targeting. Boerman et al. (2017) further explored how device 

fingerprinting has become a prevalent method for data collection, enabling the creation of unique user identifiers 

without relying on traditional cookies. However, these data collection methods have raised significant concerns 

regarding user privacy and consent (Englehardt & Narayanan, 2016). 

 

Algorithms and Analytical Methods 
Zhou et al. (2018) provided an in-depth analysis of the algorithms that power targeted advertising, focusing on machine 

learning and artificial intelligence (AI). They highlighted the use of collaborative filtering and natural language 

processing (NLP) as key techniques for delivering personalized ads. Similarly, Goodfellow et al. (2016) emphasized 

the role of deep learning in enhancing the accuracy of these ads by identifying complex patterns in user behavior. 

However, Mittelstadt et al. (2016) raised ethical concerns, particularly regarding algorithmic bias and the fairness of 

decision-making processes in targeted advertising. 

 

Privacy Concerns and Ethical Implications 

The ethical implications of using personal data in targeted advertising have been widely debated. Nissenbaum (2010) 

introduced the concept of "privacy as contextual integrity," arguing that the inappropriate use of personal data in 

advertising can violate social norms and expectations. Tene and Polonetsky (2013) discussed the balance 

between innovation and privacy, particularly in the context of big data analytics, and called for a careful consideration 
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of ethical concerns. The implementation of the General Data Protection Regulation (GDPR) in the European Union has 

been a significant development in this area, with Voigt and Von dem Bussche (2017) analyzing its impact on data 

protection practices in targeted advertising. 

 

User Awareness and Control 
User awareness and control over personal data have become crucial topics in the context of targeted advertising. Ur et 

al. (2012) found that most users are unaware of the extent to which their data is collected and used for targeted ads. 

Acquisti et al. (2015) examined the "privacy paradox," where users express concern about their privacy but often do not 

take adequate measures to protect it. In response, Boerman et al. (2018) advocated for the development of user-friendly 

tools that would allow individuals to manage their data more effectively and opt out of targeted advertising if they 

choose. 

 

III. METHODOLOGY OF PROPOSED SURVEY 

 

The purpose of this report is to examine the methods that companies use to collect data on individuals and how this data 

is used to deliver targeted ads. To achieve this, the following methodology was employed: 

 

Figure2: Methoddology of Targeted Advertisement 

 

Data Collection: 

Advertisers use various methods to collect data on users’ behaviours, interests, and preferences. Various data collection 

techniques were examined, including the use of cookies, tracking pixels, device fingerprinting, and data brokers. Each 

of these techniques was analyzed to determine how they work, the type of data collected, and how this data is used to 

create personalized ad experiences. Moreover, tracking technology such as cookies may be used to gather information. 

 

Data Analysis: 

Data on the different data collection techniques and the use of this data to deliver targeted ads were analyzed using 
statistical techniques to identify trends and patterns in the data Once the data has been collected, it is analyzed to 

identify patterns, preferences, and interests of individuals. This analysis may involve the use of machine learning 

algorithms to identify correlations and trends in the data. 

 

User Segmentation: 

Segmenting individuals into different groups based on their interests and other characteristics. Users are divided into 

groups by advertisers depending on their actions and interests. In order to do so, it may be necessary to combine 

psychographic (such as personality traits and values) and demographic (such as age, gender, and geography) data. For 

example, users who have searched for hiking gear might be segmented into a group interested in outdoor activities. 
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Ad Development Delivery: 

Advertisers then create ads that are tailored to each user segment. These ads are designed to appeal to the specific 

interests and behaviours of each group. Delivering targeted ads to the appropriate individuals through various channels, 

such as display ads, social media ads, and search engine ads. 

 

Performance Tracking: 

Advertisers closely monitor the performance of their ads and make adjustments to improve their effectiveness. Tracking 

the performance of the targeted ads to measure their effectiveness and make adjustments to the targeting and messaging 

as needed. This can involve tracking metrics such as click-through rates, con version rates, and engagement rates. 

 

IV. CONCLUSION AND FUTURE WORK 

 

This research delves into the intricate landscape of targeted advertising, highlighting the transformative impact of 

digital technology on advertising strategies. Through the exploration of various data collection techniques, algorithms, 

and privacy concerns, it is evident that targeted advertising has become both a powerful tool and a source of significant 

ethical debate. The study reveals that while targeted advertising allows for more personalized and effective consumer 
engagement, it also raises critical issues around user privacy, data security, and the potential for algorithmic bias. The 

balance between leveraging user data for commercial gain and protecting individual privacy remains a delicate one, 

requiring ongoing attention from regulators, industry leaders, and consumers alike. 

 

Looking forward, several areas of targeted advertising warrant further exploration and development: 

1. Enhanced User Control and Transparency: Future research should focus on developing and refining tools that 

empower users to control their data more effectively. This includes creating more transparent mechanisms for 

users to understand how their data is being collected, used, and shared. 

2. Ethical AI in Advertising: As machine learning and AI become increasingly central to targeted advertising, there 

is a need for the development of ethical frameworks that guide the design and implementation of these 

technologies. Future studies should explore how AI can be used responsibly, minimizing biases and ensuring fair 

treatment of all users. 

3. Regulatory Evolution: The regulatory landscape is likely to continue evolving, particularly in response to new 

technologies and data practices. Researchers should examine how future regulations can be shaped to protect user 

privacy while still allowing for innovation in targeted advertising. 

4. Cross-Cultural and Global Perspectives: Much of the current research is focused on Western contexts. Future 

studies should expand to include cross-cultural perspectives, exploring how targeted advertising is perceived and 

regulated in different parts of the world. 

5. Privacy-Preserving Techniques: There is growing interest in privacy-preserving advertising methods, such as 

differential privacy and federated learning. Future research should investigate the efficacy and scalability of these 

techniques in real-world advertising scenarios. 

 

By addressing these areas, the field of targeted advertising can advance towards more ethical, user-centered, and 

globally relevant practices, ensuring that it remains a valuable tool for marketers while respecting the rights and 
preferences of individuals. 
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